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CTATUCTUKA MUMPOBOI'O PbIHKA

OBbem MUPOBOro pbiHKa KMBep pUckoB

@ 2 Mnpa aonnapos
90% npwxoanTes Ha CLUA

OcHOBHLIE CermMeHThbl, NogBepXeHHblIe ataKkaM:

- S ny
14% 12% 9%
DUHaHCOBLIE MpomeiwnenHocTs  Cdpepa yenyr TenekoMMyHWKaLUK Pureiin

WHCTUTYTH

F{pu YUHbI aTaKku:

48% 27% 25%

YMBIWNEHHaA aTaka Chol cuctemel “enoseveckas owwbra

eniy

CpenHuit pasmep y6bITKA B OTHOLLIEHUU NEePCOHamNbHbIX AaHHbIX:

; MITH gonnapoe B CLUA 4 MIH espo B Espone
Hemownur: Ponemon 2016 Cost of Data Breach Study: Global Analysis



MOKPbITHUE CYBER PROTECT @®

OTBeTCTBEeHHOCTb 3a KOMINPOMEeTaUno
AaHHBIX

Y|.|.|,EPE TPETbE My Pacxom:l Ha yBegomneHue
nocTpagaellnx
nmuy OTBeTcTBeHHOCTL 3a De30MacHoCTE CeTU
OTBeTcTBEeHHOCTE B o6nactu Meana—B
OTHOLWEHWKX INEKTPOHHbLIX ﬂyﬁﬂuxaunﬁ

MepepbiB B AesTenbHOCTU
Pacxofbl Ha BOCCTaHOBeHWe

COBCTBEHHbIV AaHHBIX 1 IPOrpaMm

YBEbITOK KuGepnpectynneHus
KnbepBrLIiMOraTtenscTeo
KpunancHas koMMyHUKaLUms!

PaccnepoBaHne o CTOPOHbI

PEMYNATUBHBIE gj;‘;;";;ﬁje:‘;g“ﬂ““"“""e
PACXOObI

LUTrpadbbl, HanoxeHHble Perynartopom
(B EC 4% oT ropoBoi BbIpY4KH)




KHSE&T&K&: HeCaHKUUMOHUpPOBaHHOe
NPOHUKHOBEHMWE TPeTbUMU NULIaMKu B
KOMMbLIOTEPHYIO CUCTEMY KOMMaHWUM C Lenbio
yMbILWMNEeHHOW MoanduKaunm AaHHbIX

DDOS Takke cuntaerca Kubeparakomn




YBbITKU TPETBUX 1L

CmpaxoeuuK Bo3amMeLLlaeT 3acmpaxoeaHHOMY UN oT ero MeHn Yuwep6 n Pacxodk! Ha 3awjumy, Bo3HVKaloLlme n3 TpeboeaHus,
BrnepBLle NpegbaBNEHHOrO NPOTUB 3acmpaxoeaHHo20 nnn Cybriodpsidyuka B TedeHune flepuoda cmpaxoeaHusi wnn lMepuoda
o6Hapy)eHUsl, ecnin OH NPUMEHUM, NPEAMETOM KOTOPOro SBMAETCH NPUBMEYeHNe 3acmpaxoeaHH020 K OTBETCTBEHHOCTU 3a Ymeuky

daHHbIX N HapyweHue KoHhudeHyuansHocmu.

KOMHbIOTepHaH Cucrema KomnaHunu o3Havyaet KOMHb}OTepHyI-O CUCTEMY, KOTOPYH KomnaHusg apeHayeT, BNageer Wik NCnonb3yeT, U CUCTemy, B
KoTopyto KoMnaHum NpegocTaensaeTca AoCTyn AN uenu XpaHeHus n 08paboTkn anekTPoHHbIX AaHHbBIX AKX nporpaMmHoro obecneveHns

KomnaHuu.

KomnbioTepHaa cucTtema o3Ha4aeT KOMNbIOTEP U BCE BXOAHbIE U BbIXOAHbIE YCTPOWCTBA, CPeAcTBa o6 pa60T|<M, XPaHEHUWA, NoKanbHbIE CETH...

Pacxopgbl Ha popeH3uK (pacluMpeHue) - pacxofbl U U3AEPXKN Ha JKcnepToB B 0bnacTu MHGopMaLUMOHHBIX TexHonorui (UT), npamo
BO3HUKaloLWMe 13 nbol dhakTMYeckor, NpeanonaraeMoin unu nofo3peBaeMol YTeukn aaHHblx, HapyweHusa KoHduaeHymansHocty, Kubep ataku
unu CobbiTia, NoBnekwwero 3a cob6oli nepepbIB B NPOU3BOACTBE, BNepBble 0GHapyXeHHbIX B TedeHue [Nepuoaa cTpaxoBaHus, KoTopble
aHanuanpyoT KomMnbloTepHy Cuctemy KoMnaHuu ¢ LIeNbo YCTaHoBNeHUs dakTa YTeukn fAaHHbIx, HapyweHua KoHduaeHunansHocTH unu Kubep
araku, NPUYKHLI U NocreacTBUA 3TON YTeukn gaHHblX, HapyweHns KonduaeHumaneHocTh un Knbep ataku, a Takxe BO3SMOXHOCTEN YMEHbLLEHWUS

I'IOCJ'IE“CTBMﬁ BblllenepevyncrieHHblX UHUMOEHTOB,




[NEPEPbIB B
NMPON3BOLOCTBE

®paHwmnsa
+ nepuopn
oXuaaHus

Pacuvert
BO3MeELWleHuAa no
aHanoruu co
CTpaxoBaHuWem
MMyLLecTBa

MokpbiTHe pabotaer
B crnyyae, ecnu
nepepsiB B
npPouM3BOACTBE
BbI3BaH
Kknbepartakoun

BknrovyeHue
TEXHUYECKOro
cboaum
YyenoBe4yecKom
OLMNOKH

MakcumMmanbHbLIA
CpPOK nepepbiBa
120 gHen




NMEPEPBIB B NMPON3BOLOCTBE

[onrocpoyHelit NepepbiB B paboTe CeTU, HU3KUIA YPOBEHE 403BOHA W, KaK pesynbTar, Hefornony4YeHHas Bbipyyka. 1o MHpopmaumm B

npecce cHoii NpousoLlen u3-3a nporpaMmMHoro obecnedeHns u 06opyaoBaHNUA:

1. CTpaxoBLMK Bo3MeLLaeT CTpaxoBarento YGbITOK OT NeEpepLIBOB B NPOU3BOACTBE, BO3HUKLLIMIA B Te4eHue MNepuoaa Bo3MeLLEHUS, KOTOPbLI SBUNCA NPAMbIM
cneacTevem MONHOW UMM YaCTUYHOW HeAOCTYNMHOCTHU KOMMNbIOTEPHOMU cUcTeMbl KoMnaHuu.

2. Onpeaenexune CobbiTMS, NOBNEKLWEro 3a cobolA NepepbIB B NPOU3BOACTBE pacluMpseTcs, YToObl SBHO BKMIOYMTL B ce68 Nobble HIMKenepeuncneHHble
CCIﬁbITHFI, KOTOpLIE BO3HWKNK B KOMI’Ib[-OTepHOIF‘I cucteme, HaXO,[lFILLI'eF"ICFI nog npAMelM onepayuoHHBIM KOHTpOnem SGCTanOBaHHOFOI

(a) HenpeaHamepeHHoe AeACTBKE, OWKNBKa UMK ynylleHne 3acTpaxoBaHHOoro fivua npu akennyaraumn unu o6cnyxmsaHnm KoMnbloTepHON cucTeMbl
Komnanuu;

(6) HeOXMOAHHbLIA U HenpeaBUAEHHLIA TeXHUYeCcKU c6oln B paBoTe KoMnbloTepHON cucTeMbl KOMNaHUK, KOTOPLI He ABNAETCH HENpeaHaMEPEHHbIM
AeicTBrneM, CLUMBKOIN UNK ynyLleHneMm, ykasaHHbIM B n. (a) Bbiwe unu Knbep atakoli.

3. TexHn4yecKun cO60M BKNOHaET B cebs:

(i) nepeboun B aNEKTPUYECKOM MUTAHWUK, HO TOMBKO B TOM CNyYae, eCnun ANeKTPUYECKoe NUTaHWe HaxoauTes nog NpsSMeiM onepaunoHHbIM KOHTponeM
3acTpaxoBaHHOrO;

(ii) 3BbITOMHOE NNW HEAOCTaTOUHOE HanpPsKEHNe,

iil) HaKoNNeHWe aNeKTPoCTaTUKU U CTaTUYECKOe BNEeKTPUYECTBO;

iv) neperpee,

V) HeygayHoe oOHOBNEHUE CUCTEMBI,

vi) cOON B NporpaMMHomM oGecrnevyeHum;

vii) BHyTpeHHuUiA cGoii B paboTe cetu; u

viii) cboli B paboTte obopyaoBaHus. 7
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MNoKpbITUE 418 NPOMbILWMEHHBIX cUcTEM ynpasneHnsa (SCADA) @
KoHcynbTaumu ¢ topuctamu, oueHwwmnkammn, PR, yenyrn opeHsunk

YBBITOK OT NepepbIBa B NPOU3BOACTBE U3-3a3 PELLIEHUS perynsTopa

LITO E LU‘E Jo6poBonbHbIE pacxoabl Ha YBEAOMIEHWE NOCTPaAABLUNX W OpraHU3aunsa ycnyr Konn-ueHTpa

ECTb B
NMOKPbITUN?

. lMpoBefeHne BHYTPEHHErO paccneoBaHna U MOHUTOPWHT CHETOB B «30HE pUcCKa»

. Pacxogbl Ha YMEHbLUEHNE yu4ep6a W pacxoibl Ha BOCCTaHOBINEHKNE

Pacxofibl Ha TpeboBaHWs Ge3onacHOCTU NepcoHarnbHbIX AaHHbIX (PCl DSS)



NOCNEAOHWE TEHOEHL WA

MokpbITHE 23 NYCRR 500
Cyber ans Cybersecurity
OPpYyrux BuaoB Requirements for
CTpaxoBaHus Financial Services

I Companies l

ORI Obas3aTtenbHbIN

BUA,

Al cTpaxoBaHua?
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